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A key computational question underpinning the automated testing and verification of concurrent programs
is the consistency question — given a partial execution history, can it be completed in a consistent manner?
Due to its importance, consistency testing has been studied extensively for memory models, as well as for
database isolation levels. A common theme in all these settings is the use of shared-memory as the primal
mode of interthread communication. On the other hand, modern programming languages, such as Go, Rust
and Kotlin, advocate a paradigm shift towards channel-based (i.e., message-passing) communication. However,
the consistency question for channel-based concurrency is currently poorly understood.

In this paper we lift the study of fundamental consistency problems to channels, taking into account various
input parameters, such as the number of threads executing, the number of channels, and the channel capacities.
We draw a rich complexity landscape, including upper bounds that become polynomial when certain input
parameters are fixed, as well as hardness lower bounds. Our upper bounds are based on algorithms that can
drive the verification of channel consistency in automated verification tools. Our lower bounds characterize
minimal input parameters that are sufficient for hardness to arise, and thus shed light on the intricacies of
testing channel-based concurrency. In combination, our upper and lower bounds characterize the boundary of
tractability/intractability of verifying channel consistency, and imply that our algorithms are often (nearly)
optimal. We have also implemented our main consistency checking algorithm and designed optimizations to
enhance its performance. We evaluated the performance of our implementation over a set of 103 instances
obtained from open source Go projects, and compared it against a constraint-solving based algorithm. Our
experimental results demonstrate the power of our consistency-checking algorithm; it scales to around 1M
events, and is significantly faster in running-time performance, compared to a constraint-solving approach.
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1 Introduction

The verification and testing of concurrent programs has been a major challenge in programming
languages and formal methods. Inter-thread communication leads to a combinatorial blow-up in
the set of program behaviors, which makes program development error prone and program analysis
computationally challenging. Nevertheless, a multitude of techniques have been developed for
analyzing concurrent programs automatically, such as bounded model checking [28, 94], partial
order reduction [1, 53, 82], predictive runtime testing [52, 67, 75], fuzz testing [71, 91, 93], and
static analysis [60, 70]. The vast majority of these techniques operate under the assumption that
interthread communication takes place over shared memory.

One key problem that has driven the development of algorithmic techniques for concurrency testing
and verification is consistency testing. At a high level, the input to the problem is a thread-level
observable execution of the program (e.g., a sequence of events executed by each thread), without
memory-level information about how threads interacted (e.g., a precise thread interleaving, or the
order in which writes appeared in the shared memory). The output to the problem is YES iff the
thread-level behavior is aligned with the specifics of the underlying architecture (e.g., the memory
model). The complexity of consistency testing has been a subject of systematic study for both
Sequential Consistency (SC) [20, 41, 42, 66, 88] and weak memory models [23, 38, 58, 87], as well
as for database isolation levels [13, 14, 18, 69]. These results have propelled the development of
techniques for model checking programs under SC [2, 5, 24, 25, 54] and weak memory [3, 19, 55, 73],
as well as for effective testing [15, 49, 51, 62, 67, 72]. In the context of model checking for concurrent
programs, efficient consistency testing is key for balancing optimality (i.e., non-redundancy) and
performance of the partial-order-reduction based exploration [1, 3, 54]. On the other hand, in
the context of runtime predictive analysis, consistency checking plays the dual role of efficiently
exploring an entire class of executions that can be inferred from a given execution, without explicitly
enumerating members of the class [49, 66, 75].

In order to make concurrent programming more seamless and reliable, modern programming
languages advocate for interthread communication mechanisms that are structured and offer clean
abstractions. One such case is the use of message-passing, popularized by the use of channels in
Go [45], and also used frequently in other mainstream languages, such as Rust [74], Scala [77],
Erlang [34] and Kotlin [56].

Despite the structured communication offered by explicit channel-based concurrency in such
languages, subtle concurrency bugs in large-scale software written in this paradigm remain wide-
spread [21, 61, 86]. In turn, this requires the development of verification and testing methods that
are capable of reasoning about channels effectively, in order to capture the behaviors entailed
by the programs they target [22, 83, 84]. However, the core problem of consistency testing has
thus far been elusive for channel-based communication: How fast can we verify the consistency of
message-passing executions? We address this question in this work, by drawing a rich landscape
of the complexity of the problem depending on various input parameters. Besides the technical
merit of our results, they also provide a precise characterization of the ingredients that make the
consistency problem hard. Likewise, the algorithms we propose can be employed in techniques
where soundness and completeness are paramount and a strict upper bound on computational
resources is desired.

1.1 Motivating Example
We illustrate the need for consistency checking on channels by means of a simple example where

this problem arises naturally. The Go programming language primarily uses the message-passing
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concurrency paradigm, and offers channels as a first class abstraction for interthread communication.
A channel in Go is a FIFO queue, possibly with some capacity [43], which a thread can create, close,
send to and receive from [44].

T T2 T1 72
1 func main() {
2 asyncCh := make(chan int, 2) 1|create(ch) 1|create(ch)
3 go func(asyncCh chan int) { 2| spawn(r,) 2| spawn(r)
4 asyncCh <- 1 3 snd(ch, 1) 3| snd(ch,1)
5 }(asyncCh) 4| snd(ch, 1) 4| rcv(ch, 1)
6 asyncCh <- 1
7 <-asyncCh 5| rcv(ch, 1) 5| close(ch)
8 close(asyncCh) 6 | close(ch) 6 snd(ch, 1)
9}
(a) A buggy Go code snippet (b) A non-buggy execution o. (c) A buggy execution ¢’.

Fig. 1. A buggy Go code snippet on channels with two possible executions

Channel operations. Figure 1a presents a snippet showing the basic channel operations in Go. The
main thread creates an asynchronous channel of capacity 2 (Line 2), and passes it as an argument
to a child thread executing the goroutine (Line 3-Line 5). The child thread sends value 1 to the
channel (Line 4). The main thread sends value 1 to the channel (Line 6), and then receives from it
(Line 7), before closing it (Line 8).

Consistency checking in predictive testing. Observe that the program in Figure 1a has a bug: the
main thread may execute all its operations and close the channel before the child thread begins to
execute. This will cause the child thread to attempt to send to a closed channel, causing the program
to panic. Like with many concurrency bugs, exposing this faulty program behavior depends on the
scheduler and can be quite challenging. One popular approach to tackle this challenge is through
predictive runtime testing [52, 67, 75]. Here, as the first step, the program is executed without any
explicit schedule control, giving rise to an execution ¢. Due to the lack of explicit control, o is likely
to be error-free, i.e., it does not expose the presence of a bug. Figure 1b shows such an execution
of the program in Figure la. In the second step, o is analyzed with the goal of constructing an
alternative execution ¢’ that exposes the bug. Here ¢’ is a permutation of (a slice of) o and is
required to be sound, i.e., it can provably be executed by any program that produced o. Figure 1c
shows such a permutation o’.

The soundness requirement for ¢’ essentially entails a consistency check. Specifically, each thread
must execute the same sequence of operations in ¢’ as it did in o, but the interleaving between
threads may differ. This leads us to consider an abstract execution that can be extracted from ¢ and
captures the per-thread event sequences together with additional ordering constraints; for instance,
in our example, we additionally require that close(ch) of thread 7; executes before snd(ch, 1) of
thread ,, while leaving the precise interleaving unspecified. The core question then becomes: can
this abstract execution be realized as a concrete trace ¢’ that respects channel semantics? This is
precisely the consistency checking problem.

1.2 The Consistency Checking Problem: Two Variants

We begin with a brief overview of the message-passing consistency checking problem, which is
formally defined in Section 2. In general, this problem takes as input a set S of send and receive
events, along with a partial order P over S. The partial order P captures the ordering of events within
each thread and may also order a channel send before its corresponding receive. The objective is to
determine whether there exists a total order on S that is consistent with P and satisfies the FIFO
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constraints induced by the channels. As an intuitive example, the input to the consistency checking
problem may be the set of 6 events in the execution of Figure 1b together with the program order
(for example, the send event snd(ch, 1) of thread r; is ordered before the receive event rcv(ch, 1) of
the same thread), but without the interleaving of the two threads (and the output would be true in
this case, since this set can be linearized to both the total order of Figure 1b as well as of Figure 1c).

More formally, the message-passing consistency problem takes as input either a pair (X, cap) or a
triplet (X, cap, rf), where

« X is an abstract execution of the form X = (S, po), where S is a set of events and po (program
order) specifies a total order on the events of each thread. The optional component rf (reads-from
relation) specifies, for each channel receive event rcv, the corresponding channel send event snd
that rcv obtains its value from.

+ The function cap: Channels(X) — N, specifies the capacity of each channel; here Channels(X)
is the set of channels accessed in X.

In line with prior works on consistency testing [23, 41, 87], we distinguish between the following
two variants.

» The verify channel consistency (VCh) problem takes as input the pair (X, cap) without any reads-
from information. This is the most general variant.

« The verify channel consistency with reads-from (VCh-rf) problem takes as input a triplet (X, cap, rf)
that contains reads-from information. This variant naturally arises when, e.g., every write to a
channel writes a distinct value (for example, this is often imposed during litmus testing [6, 7]), or
as a general abstraction mechanism [2, 24, 54].

In each case, the task is to find a linear trace o realizing X, i.e., o consists of the events S and agrees
with X on the po (and rf, in the case of VCh-rf).

Remark 1. For simplicity of presentation, we consider that all interthread communication occurs
via channels, and there is no shared memory. This is not a limitation, since a shared register can be
simulated by a channel of capacity 1, as we prove in Section 4.2.

1.3 Summary of Results

We now present the main results of the paper, summarized in Table 1 and Table 2, while we refer to
the following sections for details. In the following, we let n, t and m be the total number of events,
threads and channels, respectively, in X. We also let k = maxc, cap(ch) be the maximum channel
capacity. To capture common paradigms of channel programming, we distinguish between channels
ch that are synchronous (cap(ch) = 0), capacity-bounded or capacity-unbounded. We remark that,
in our setting, ch is regarded as capacity-unbounded if X contains < cap(ch) snd events to ch,
since then ch cannot block, regardless of how X is scheduled'. For example, if cap(ch) = 3 but X
only contains two send events to ch, then ch behaves as a capacity-unbounded channel in X (even
though its capacity is finite).

To illustrate the intricacies of channels, we begin with two restricted cases of VCh for which
the problem is nevertheless intractable. First, let us consider the case where all channel events
send/receive the same value, and thus each receive may observe from any send. In this setting, we
show the following via a reduction from the Hamiltonian cycle problem.

THEOREM 1.1. VICh is NP-complete even if all events send/receive the same value.

IThis is in contrast to the colloquial use of “unbounded” meaning “of infinite capacity”.
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Table 1. Results for the channel consistency problem VCh on abstract executions of n events, t threads, m
channels, each with capacity < k.

Reference  Variant Complexity
Theorem 1.1 Every event sends/receives the same value NP-complete
Theorem 1.2t = 2 and each channel is capacity-unbounded NP-complete
Theorem 1.3 m =1 and either k = 0 (synchronous channel) or k =1 NP-complete
Theorem 1.4  General case O (n'*1 . tkm)

Table 2. Results for the channel consistency problem with a reads-from relation VCh-rf on abstract executions
of n events, t threads, m channels, each with capacity < k. (1) holds under SETH.

Reference Variant Complexity
Theorem 1.5 General case O(n'*! - (min(k!, t5)™)
Theorem 1.6 k =1 and every channel is asynchronous, or NP-complete

t=3and k =2, or
t =3 and m = 5 and each channel is capacity-unbounded

Theorem 1.7 Acyclic topology and each channel has capacity < 1 or is 0o(n?)
unbounded

Theorem 1.8 ¢ =2 and each channel has capacity 1, or Not in" O(n?~€)
t = 2 and each channel is capacity-unbounded

Theorem 1.9 Each channel is synchronous O(n)

The corresponding consistency problem for shared memory is trivial: as reads/writes are on the
same value, any linearization that starts with a write is a valid trace. This is not the case for VCh,
as o must also respect channel capacities. Second, we show that the problem is intractable already
with just two threads using a reduction from postive 1-in-3 3SAT.

THEOREM 1.2. VCh is NP-complete even if t = 2 and each channel is capacity-unbounded.

In contrast, the smallest number of threads which make consistency for shared memory intractable
is t = 3 [42]. Third, we show that the problem becomes intractable already with just a single
channel, which is either synchronous or has capacity 1 using a reduction from the VSC-read studied
and proved to be NP-hard in [42]; the VSC-read problem is the analogue of the VCh-rf problem we
study in this work, but for the case of executions with registers instead of channels. This result is
analogous to the hardness for shared memory on a single location [20] (but is not subsumed by it,
since synchronous channels are blocking, in contrast to shared memory).

THEOREM 1.3. VICh is NP-complete even if m = 1 and either k = 0 (synchronous channel) or k = 1.
Given the above hardness results even on restricted inputs, it is imperative to ask — how fast can we
solve VCh in general? The following theorem establishes an upper bound with explicit dependence

on the input parameters. Our algorithm for checking VCh traverses a frontier graph whose nodes
track succinct information about configurations of threads and channels.

THEOREM 1.4. VCh can be solved in O (n**! - tk™) time.
Let us now turn our attention to the simpler problem, VCh-rf. Since VCh-rf is a special case of VCh,
the upper bound in Theorem 1.4 also applies to VCh-rf. We show that VCh-rf admits, in fact, a

somewhat faster algorithm using a more succinct frontier graph.
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THEOREM 1.5. VCh-rf can be solved in O(n**' - (min(k!, t*)™) time.

Observe that both upper bounds (Theorem 1.4 and Theorem 1.5) become polynomial when the
input parameters are bounded (i.e., fixed constants). When this is not the case, we ask whether
one has to suffer an exponential dependence on each of these parameters. In other words, does the
problem become tractable when only some, but not all, of the parameters are bounded? Unfortunately,
as the next theorem states, even the easier problem VCh-rf remains intractable when only some
parameters are bounded, via reductions from 3SAT and VSC-read problem.

THEOREM 1.6. VCh-rf is NP-complete if any of the following three conditions holds: (i) k = 1 and
every channel is asynchronous, or (ii)) t =3 and k = 2, or (iii)t = 3 and m = 5 and each channel is
capacity-unbounded.

Given the hardness of Theorem 1.6, the next natural question is whether VCh-rf becomes tractable
for any natural (semantic) classes besides the (syntactic) restrictions governed by the parameters
above. Towards this, we consider the communication topology G = (V, E) of X, where V contains
the set of threads of X, and we have an edge (71, 7,) € E iff threads r; and 7, access a common
channel. We prove that the problem becomes tractable when G is acyclic and can be solved via a
reduction to the satisfiability problem of a quadratically long 2CNF formula.

THEOREM 1.7. VCh-rf is solvable in O(n?) time on acyclic communication topologies if each channel
is either capacity-unbounded or has capacity < 1.

Common acyclic topologies include pipelines, server-client architectures, and general tree structures.
We remark that Theorem 1.7 allows for any combination of channels that are capacity-unbounded,
have capacity 1, or are synchronous (i.e., have capacity 0). Observe that the case ¢ = 2 results in an
acyclic communication topology. Due to Theorem 1.2, an analogous polynomial bound for VCh on
acyclic topologies is not possible, as the problem is NP-complete already for ¢ = 2 threads.

At this point, it is natural to ask whether any improvements are possible over this quadratic bound,
e.g., does the problem admit a linear-time solution on acyclic topologies? To answer this question,
we equip techniques from fine-grained complexity theory, and in particular, the popular strong
exponential time hypothesis (SETH). We establish the following lower bound with a reduction
from Orthogonal Vector (OV) problem, which is hard for quadratic time conditioned on SETH.

THEOREM 1.8. Under SETH, VCh-rf cannot be solved in time O(n*~€) for any € > 0, even ift = 2 and
either (i) all channels are capacity-unbounded, or (ii) all channels have capacity 1.

Together, Theorem 1.7 and Theorem 1.8 yield a tight dichotomy: the problem takes quadratic time
on acyclic topologies, and this bound is optimal, even for the simplest such topology. Finally, we
consider fully synchronous channels, and show that the problem reduces to cycle detection on a
graph, which admits a linear time algorithm (no matter what topology).

THEOREM 1.9. VCh-rf is solvable in O(n) time if all channels are synchronous.

Observe that this is in sharp contrast to VCh, for which the problem is intractable already with
only one synchronous channel (Theorem 1.3).

Overview of empirical evaluation. We have implemented our algorithm for channel consistency
with reads-from (Theorem 1.5), primarily to demonstrate its efficacy over a vanilla approach of
encoding the (NP-complete) channel consistency problem as an SMT formula. We evaluated the
performance of our algorithm as well as the vanilla SMT solving based approach on a comprehensive
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suite of 103 benchmarks derived from real-world Golang programs. The results indicate that our
algorithm exhibits superior scalability compared to a SMT-based approach, achieving a faster
completion time while encountering fewer timeouts. Furthermore, despite VCh-rf being an NP-
hard problem, an optimized version of our algorithm successfully scales to large instances, handling
up to 35k events, 2k threads, and 14k channels. These findings confirm our hypothesis that our
frontier graph based algorithm (Theorem 1.5) is a highly efficient solution for channel consistency
checking.

Outline. The technical parts of the paper are organized as follows. In Section 2, we set up relevant
notation and define the consistency problem for channels. In Section 3, we develop algorithms for
the upper bounds in Theorem 1.4, Theorem 1.5, Theorem 1.7 and Theorem 1.9. Finally, in Section 4
we prove item (iii) of Theorem 1.6 and Theorem 1.8. Due to space restrictions, all formal proofs,
Theorem 1.1, Theorem 1.2, Theorem 1.3, and items (i) and (ii) of Theorem 1.6 are relegated to our
companion technical report [81].

2 Preliminaries

In this section we formalize the basic concepts of channel-based executions and define the corre-
sponding consistency-checking problems.

2.1 Events and Executions

Channels. We model channels as FIFO queues with (bounded or unbounded) capacities. A send
operation on a channel ch enqueues a message to the FIFO queue, while a receive operation pops a
message from the queue. The capacity cap(ch) of ch dictates how many messages can be enqueued
in it simultaneously. When ch is full (i.e., contains cap(ch) messages), send operations on it will
block, until at least one receive operation is executed on it. We further call ch synchronous if
cap(ch) = 0. Intuitively, synchronous channels do not buffer any messages, and thus a send
operation on ch must be immediately followed by a receive operation. An asynchronous channel
ch, on the other hand, has cap(ch) > 0 and allows for asynchronous send and receive operations.

Events. An event is a tuple e = (id, 7, op(ch, val)), consisting of the unique identifier id of e, the
identifier 7 of the thread that performs e, the operation op € {snd, rcv} (a channel send or receive)?
performed by e, the identifier of the channel ch involved in the event e and the value val sent or
received. We write th(e), op(e), ch(e), val(e) for the thread, operation, channel and value of e,
respectively. We often use the more succinct notation snd(ch, val) / rcv(ch, val), when the unique
identifier id and thread identifier r are clear from the context, or not important.

Executions and well-formedness. An execution is a finite sequence of events o = eje; ... e,
of length |o| = n. We denote by Events(o) = {ey,...,e,} the set of events, by Threads(o) the
set of threads, and by Channels(o) the set of channels appearing in ¢. For some channel ch €
Channels(o), we use o, to denote the maximal subsequence of ¢ containing only events accessing
ch. Likewise, we use o |snq(ch) (resp. ol cy(ch)) to denote the projection of o onto the send (resp.
receive) events on ch. We require that executions are well-formed, meaning that they respect the
channel semantics. Well-formedness requires that o satisfies the following two types of constraints.

Capacity Constraints. These require that o respects the channel capacities. In particular, for each
channel ch € Channels(o), the following hold.

2Qur results are easily extended to a setting that contains other common events such as thread fork/join and channel
create/close. We omit such events for ease of presentation.
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1. (Asynchronous channels) If cap(ch) > 0, then for each prefix 7 of o, we have

|”chv(ch) | < |”Lsnd(ch) | < I”chv(ch) | + CaP(Ch)-

In other words, every receive event should observe a send event and the number of buffered
send events cannot exceed the channel capacity.

2. (Synchronous channels) If cap(ch) = 0, then each send event e = (r,snd(ch)) on ch must
immediately be followed by a matching receive event e’ = (7, rcv(ch)) from a different thread
7’ # 7. Likewise, each receive event e = (z, rcv(ch)) on ¢ must be immediately preceded by a
matching send event e’ = (z/, snd(ch)) from a different thread 7" # r. Observe that this implies
an equal number of send and receive events on ch.

A thread attempting to send on a full channel is blocked (normally by the runtime), until the
channel is received, freeing up space for the new incoming message. The events listed in ¢ are
executed events, meaning that each channel send completed successfully, and was thus performed
on a non-full channel. For synchronous channels, a send operation is executed simultaneously with
its matching receive, since capacity 0 does not allow storing the message sent.

Value Constraints. These require that matching snd/rcv events on the same channel observe identical
values. In particular, for each channel ch € Channels(o), for each 1 < i < [0 cy(ch)l, if the i-th
send (resp., receive) event in ch is snd(ch, valy) (resp., rcv(ch, val,)), then val; = val,.

71 T2 T1 T2 1 T2 71 T2
1|snd(chy, 1) 1 |snd(chy, 1) 1|snd(chy, 1) 1|snd(chy, 1)
2| snd(chy,2) 2 |snd(chy, 2) 2| snd(chy, 2) 2| snd(chy, 2)
3 rcv(chy, 1) 3 snd(chy, 3) 3| rcv(chy, 1) 3| rev(chy, 1)
4 rcv(chy, 2) 4|rcv(chy, 1) 4 snd(chy, 3) 4 snd(chy, 3)
5 snd(chy, 3) 5 rcv(chy, 2) 5 rcv(chy, 2) 5 rcv(chy, 3)
6 |rcv(chy, 3) 6 rcv(chy, 3) 6 rcv(chy, 3) 6 rcv(chy, 2)

(a) Execution o1

(b) Execution o>

(c) Execution o3

(d) Execution oy

Fig. 2. Four executions on two channels ch; and ch; with capacities cap(ch) = 2 and cap(ch,) = 0. Execution
o1 is well-formed but o3, 03, 04 are not.

Example 1. Consider the four executions o1, 02, 03 and o4 in Figure 2. Each o; contains 6 events and
uses two channels ch; and ch, whose capacities are cap(chy) = 2 (i.e., asynchronous channel) and
cap(chy) = 0 (i.e, synchronous channel) respectively. We use e; to denote the i'" event of an execution.
First, consider the execution oy (Figure 2a), which is well-formed. The capacity constraint on chy is met
because the (unique) send (es) and receive (eg) events on ch, appear consecutively. Further, the two
events access the same value. Moreover, in every prefix of o1, the number of buffered messages in ch;
never exceeds its capacity 2, and the order of values being sent (1 — 2) matches that of the values being
received on chy, ensuring the value constraint for chy as well. Now, consider o in Figure 2b, which is
not well-formed since, at es, chy contains 3 messages, exceeding its capacity. Next, the execution o3
in Figure 2c is not well-formed, because the send and receive events (e; and es) on the synchronous
channel ch, are not consecutive. Finally, the execution o4 in Figure 2d is not well-formed since the
order of values sent (1 — 2 — 3) is not the same as the order of values received (1 — 3 — 2).

Trace order, program order and the reads-from relation. The trace order of an execution o,
denoted <{, is the total order on Events(c) induced by the sequence o. The program order po of
o defines a total order on the events of each thread, i.e., for any two events e;, e; € Events(o), we
have (e;, e2) € po,, iff e; <{ e; and th(e;) = th(e;). The (binary) reads-from relation rf; induced by

o maps receive events to their matching send events. That is, (snd, rcv) € rf,, iff there is a channel
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71 T2 T T2

ﬂ'

(e )
i)

rcvy(ch, 2) snds(ch, 2)

(a) A VCh instance (Xj, cap;) (b) A VCh-rf instance (Xj, cap,, rf)

Fig. 3. A positive VCh instance (a) and a negative VCh-rf instance (b). cap,(ch) = cap,(ch) = 1. Event
subscripts are used to distinguish send/receive events. The same convention applies in subsequent figures.

ch € Channels(o) and some i € N such that snd is the i send event and rcv is the i receive
event on ch. We often use the shorthand rf,(rcv) for the event snd such that (snd, rcv) € rf,.

Example 2. Consider again the execution oy in Figure 2a. We have rf; (es) = ey, f; (ed) = €2
and 1f; (es) = es. We have (e1,e3) € rf, and (ez es) € rf, . The program order of oy is po, =
{(e1, €2), (€2, €6), (€3, €4), (es, 5)}*, where, R* denotes the transitive closure of the binary relation R.

2.2 Verifying the Consistency of Message-Passing Concurrency
We now state the consistency problem we study in this work.

Abstract executions and consistency. The consistency problem is phrased on a pair (X, cap),
where an abstract execution X captures the local execution of each thread and a capacity function
cap: Channels(X) — N specifies the capacity of each channel, where Channels(X) is the set
of channels accessed by events in X. An abstract execution is a tuple X = (S, po), where S is
some set of events, and po describes a per-thread total order on events in S. An execution o is a
concretization of X = (S, po) with capacity function cap if (i) Events(o) = S, (ii) po, = po, and
(iii) o is well-formed with respect to the channel capacities specified by cap. Finally, (X, cap) is
consistent if there exists an execution ¢ that concretizes it. The consistency checking problem is
thus formally stated below.

Problem 1 (Verify channel consistency, VCh). Given an abstract execution X = (S, po) and capacity
function cap, decide if (X, cap) is consistent.

Consistency with a reads-from relation. The consistency problem with a reads-from relation is a
tuple (X, cap, rf), where S and po are, as before, respectively a set of events and a per-thread total
order on this set, while rf matches send and receive events of S on the same channel. An execution
o concretizes X = (S, po) and rf if it concretizes (S, po) (as in VCh), and moreover rf, = rf. In later
sections, we omit the values of events in VCh-rf instances, as the values are not relevant once the
reads-from relation is given. The corresponding consistency problem is defined analogously.

Problem 2 (Verify channel consistency with reads-from, VCh-rf). Given an abstract execution
X = (S, po) with reads-from relation rf and capacity function cap, decide if (X, cap, rf) is consistent.

It is not hard to see that VCh-rf is an easier problem than VCh, in the sense that the former is a
special case of the latter (e.g., by requiring that every send uses a unique value).

Example 3. Figure 3a is a positive instance of VCh, witnessed by the execution o1 = sndy - rcvy -
sndy - rcvs - snds - rcvy. Figure 3b is a negative instance of VCh-rf. This is because any execution
o that concretizes (X5, cap,, rf) must satisfy rcvs <§ rcvy and sndy <. snds, due to the imposed
program order. The former, however, implies snds <§. sndy, contradicting the latter.
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3 Algorithms for Checking Consistency

In this section we present algorithms for solving VCh and VCh-rf. In particular, in Section 3.1 we
develop the general algorithms for the two problems, leading to Theorem 1.4 and Theorem 1.5.
Then, in Section 3.2, we focus on the special case of fully synchronous channels, and develop an
efficient (linear-time) algorithm towards Theorem 1.9. Finally, in Section 3.3 we focus on acyclic
communication topologies, and develop a quadratic-time algorithm towards Theorem 1.7.

3.1 Algorithms for VCh and VCh-rf

We now present our algorithms for VCh and VCh-rf. A naive algorithm for either problem would
enumerate all possible permutations of the input set of events and look for one permutation that
serves as the witness of consistency. However, this approach takes Q(n!) time, which is significantly
worse than the bounds we aim for.

Our algorithms for each problem circumvent this prohibitive complexity by succinctly encoding
executions as paths in a frontier graph, which has polynomial size when the number of threads ¢,
the number of channels m and the maximum channel capacity k are bounded.

Frontier graphs have previously been developed for consistency testing under shared memory [2,
5, 41], but not for channel-based concurrency. In the shared-memory setting, each read observes
the most recent write, so nodes in the frontier graph only need to record the latest value of each
memory location. In contrast, channels pose greater challenges for constructing succinct frontier
graphs due to the vastly larger space of possible consistent executions. Here, nodes must also
encode channel contents, making state counting both complex and subtle.

The frontier graph for VCh. Given a VCh instance (X, cap) where X = (S, po), we define its
frontier graph Gontier = (V, E) as follows.

The node set V. Each node v € V is a tuple of the form v = (Y, Q,I). Intuitively, Y specifies the
subset of events of X that an execution has executed when it reaches the corresponding node in
Gtrontier- Q specifies the contents of the asynchronous channels, while I specifies the (at most one)
send event on a synchronous channel that must be matched in the next step. We now formally
specify Y, Q and I as follows.

1. Y € S, and Y is downward closed with respect to po, i.e., for each (e, f) € po and if f € Y, then
e € Y. Given a channel ch, let numy (snd(ch)) and numy(rcv(ch)) denote the number of send
and receive events on ch in Y. First, we require that there is at most one synchronous channel
ch with numy (rcv(ch)) = numy(snd(ch)) — 1, while for all other synchronous channels ch’,
we have numy(rcv(ch’)) = numy(snd(ch’)). Second, we require that for any asynchronous
channel ch, the following holds.

numy (rcv(ch)) < numy(snd(ch)) < numy(rcv(ch)) + cap(ch)

2. Q: Channels(X) — Y=F maps each asynchronous channel ch in S (i.e., cap(ch) > 0) to a
sequence of events in Y, whose length is bounded by cap(ch), i.e,, Q(ch) =e; - €5 - - - e, where
0 < p <cap(ch) <k,andey,...,e, € Y. Moreover, for any asynchronous channel ch, Q must
satisfy that if some event e appears in Q(ch), then e is one of the last |[Q(ch)| send events to
channel ch in thread th(e).

3. I is either L or points to a send event of a synchronous channel. In particular, if there is a
synchronous channel ch such that numy(rcv(ch)) = numy(snd(ch)) — 1, then I = snd, for
some send event snd on ch. Otherwise, I = L.

Finally, we have a distinguished source node, defined as (@, A ch.¢, L), as well as one or more sink
nodes, defined as (S, Q, ). In words, the source node captures the case that no event of X has been
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P Y=92
FQ(ch) = c
sndy ........ Y‘éndz
T1 Ty T3 Y ={snd;} Y ={snd,}
Q(ch) = snd; Q(ch) = snd;

snd;(ch, 1) sndy/ shd /7 Vs

Y = {sndy, snd,} Y = {sndy, sndy} Y = {sndy, rcvy}

Q(ch) =snd; - snd; | Q(ch) = snd; - snd; Q(ch) =€
rcvs\, revay /<nd
Y = {sndy, sndz, rcvs} Y = {sndy, sndz, rcvy}
Q(ch) = snd, Q(ch) = sndj
N Levn
1Y = {sndy, sndy, rcvs, revg} '
: Q(ch) =¢ |
(a) A VCh instance (X, cap) with cap(ch) = 2. (b) The frontier graph Geontier for (X, cap)

Fig. 4. A VCh instance (a) and its frontier graph (b), witnessing the consistency of (X, cap). There is a path
from source (dotted node) to sink (dashed node), and the events labelling this path form a valid concretization,
i.e., 0 =snd; - sndy - rcvs - rcvy. Therefore, (X, cap) is consistent.

executed, while a sink node captures that all events of X have been executed (sink nodes might
differ on the contents of the channels Q, containing messages that are never received).

The edge set E. Concrete executions that serve as potential witnesses of the consistency of (X, cap)
are captured as paths in Gfpontier starting from the source node. An edge (v1,02) € E intuitively
captures whether any execution reaching v; can be extended to v;. The information contained in v;
is sufficient to decide whether this is possible. In particular, let v; = (Y1, Q1,I1) and v, = (Y2, Q2, I).
We have (v1,v;) € E if there is an event e € S\ Y; such that Y; = Y; U {e} and the following
conditions hold, where ch = ch(e).

1. If ch is asynchronous and op(e) = rcv, then we require that the following hold.

a) L=1L=1.

b) Qi(ch) # €, and the first event of Q1 (ch), i.e., e, ch first = Q1(ch)[0] satisfies val(eg, chfirst) =
val(e). Moreover, Q;(ch) is obtained by removing the first event of Q;(ch), i.e., Q;(ch) =
€Q,,chfirst * Qz(ch).

c) For all other asynchronous channels ch” # ch, we have Q,(ch’) = Q;(ch’).

2. If ch is asynchronous and op(e) = snd, then we require that the following hold.

a) Il = J_,Iz =1.

b) |Q1(ch)| < cap(ch),and Q;(ch) is obtained by appending e at the end of Q; (ch), i.e., Q2(ch) =
Qi(ch) -e.

c) For all other asynchronous channels ch’ # ch, we have Q,(ch’) = Q;(ch’).

3. If ch is synchronous and op(e) = snd, then we require that (1) I; = 1,1, = e, and (2) for all
asynchronous channels ch’, Q;(ch”) = Qz(ch’).

4. If ch is synchronous and op(e) = rcv, then we require that (1) [; = ¢’ # L,I, = L, and e’ satisfies
op(e’) = snd, ch(e’) = ch, val(e’) = val(e), and th(e) # th(e’), and, (2) for all asynchronous
channels ch’, Q;(ch’) = Q,(ch’).

If the above hold, we say that the edge (v1,v;) is labeled by e, and often write v; 5 v,. See Figure 4
for an example. The following lemma states that Geontier captures the consistency of (X, cap).

LEmMA 3.1. (X, cap) is consistent iff there is a sink node reachable from the source node in Geontier-

Time complexity. Given Lemma 3.1, we can solve VCh by constructing Gfontier and solving
standard graph reachability on it. Recall that each node is a tuple (Y, Q, I). Y is a po-downward closed
set, and there are at most (n’/t!) many distinct subsets of S of this form (using AM-GM inequality).
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For each fixed Y, the number of different possible I is upper bounded by ¢ + 1, since I is either L or
points to the last event of a thread in Y. Finally, consider the component Q. For any asynchronous
channel ch, the number of messages in Q(ch) is £ = numy(snd(ch)) — numy(rcv(ch)). A naive
counting approach would enumerate the last £ sends to channel ch in every thread, forming a
potential set of unreceived sends of size tf. Selecting ¢ elements from this set yields a total of
O((tk)¥) possible combinations, as £ < k. However, our counting method is more refined. We
notice that the sequence of events in the queue Q(ch) is uniquely determined by the sequence
Tig» Ty - - -» Ti,_, Of their thread identifiers — if Tip_; =T, then the jth last event e in Q(ch) belongs
to thread r and, further e is the m™ last send event on channel ch that thread ¢ performs, where
m = |[{z |1, =1, —j < z}|. Since the number of threads is ¢, the total number of possible sequences
corresponding to Q(ch) is thus < ¢/ € O(tX). This implies that the total number of different values
that Q can take on is in O(t*™). Thus, the total number of nodes of Ggontier is O(n!/t! - t - tK™).

We now count the number of edges in Gfontier- Each node has at most ¢ out-degree since the set
Y is po downward closed for each node. Hence the number of edges in Ggrontier is bounded by
(n/t* - t2 - t*™). Thus, the time for reachability checking is O(|V| + |E|) = O(n? - t*™).

The graph can be constructed using a simple worklist algorithm. The worklist is initialized with
only the source node. The algorithm proceeds by repeatedly extracting a node v from the worklist
and inserting its successors until the worklist is empty. To compute the successor node v’ of the
current node v by extending v with event e, we first copy v into v’ and update v’ according to the
rules of the frontier graph. Copying v takes O(n) time and updating v” takes constant time, and
thus time to construct the graph is O(n - V + E) = O(n'*! - t*™) as in Theorem 1.4.

The algorithm for VCh-rf has similar flavor to that for VCh, but relies on a different frontier graph.

Frontier graph for VCh-rf. The reads-from frontier graph GfrrfOntier of (X, cap,rf) is slightly
different from Ggyontier- First, for a node v = (Y, Q, I), the set of unmatched send events buffered in

Q(ch) and I is already determined by Y and rf. Therefore, we only need to consider the permutations

of these events in Q(ch). Moreover, for an edge v, =, v, labeled with a receive event e = rcv(ch)
over an asynchronous (resp. synchronous) channel ch, we require that the first entry f = 0;.Q(ch)
(resp. unique element f = vy.]) is such that (e, f) € rf. The following lemma states how G;rfomier
captures the consistency of (X, cap, rf).

of

LEmMA 3.2. (X, cap, rf) is consistent iff there is a sink node reachable from the source node in G, .. .
rontier

Time complexity for VCh-rf. For each node, the set Y, together with rf, uniquely determine send
events that are unmatched, giving us a better bound on the number of possible values for the Q and
I components of the node. The number of distinct Y sets is still (n’/t"). For each Y, I is uniquely
determined by Y and rf. Likewise, the set of events in Q(ch) for an asynchronous channel is the
set of unmatched send events in Y, whose size is bounded by cap(ch) < k. The total number of
permutations for Q(ch) is thus < cap(ch)! < k! and is also < t* as argued before. Considering all
m channels, the number of Q is bounded by O((min(k!, t)™). In total, the number of nodes in the
graph is O(n*/t* - (min(k!, t*)™), while the number of edges is O(n*/t* - t - (min(k!, t*)™), thereby
concluding Theorem 1.5.

3.2 VCh-rf with Synchronous Channels

We now focus on VCh-rf in the case where all channels are synchronous and present a linear-time
algorithm for Theorem 1.9. Previous work shows that purely synchronous communication enjoys
some sort of “deterministic replay”, which implies a O(n - t)-time consistency algorithm [85]. Here
we show that this setting admits a linear-time solution, irrespectively of the number of threads.
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Our algorithm is based on the following insight. Since all channels are synchronous, every pair
of events (snd, rcv) related by reads-from must execute consecutively. Our algorithm packs such
event pairs in a single atomic event, and checks whether all atomic events can be scheduled in a
way that respects partial order dependencies due to po. In turn, this reduces to checking for cycles
in a suitably defined graph. We now make the above insight formal.

We assume wlog that the input instance (X, cap, rf), where X = (S, po), is such that each send
(resp. receive) event has exactly one receive (resp. send) event matched to it using rf, and the two
events belong to different threads. Otherwise, the instance is clearly inconsistent.

The send-receive graph. The send-receive graph of (X, cap, rf) is a directed graph Gsyn. = (V, E)
where V is the node set and E is the edge set, defined as follows. (1) V' € S X S is the set of matching
send and receive pairs, i.e., {snd, rcv) € Viff (snd, rcv) € rf (2) edges E capture po dependencies,
ie., ({sndy, rcvy), (sndy, rcvy)) € E iff some ey € {sndy, rcvy} is the immediate po predecessor of
some e; € {sndy, rcv,}. See Figure 5 for an illustration. The send-receive graph precisely captures
consistency, as stated in the following lemma.

LEMMA 3.3. (X, cap, rf) is consistent iff Gsync is acyclic.

1 T2 T3
1 1
sndy (chy) rcvy(chy) (sndy, rcvy) (sndy, rcvy)
Gt }—[emiam]

| rcvs(chy) r | rcv;(cm snds(chy) |

— | |
| sndy(chy) | | snd,(ch,) |—>| rcva(chy) |
* * (sndy, rcvy) (snds, rcvs)
(a) VCh-rf instance (X, cap, rf) with synchronous channels. (b) The graph Ggync.

Fig. 5. A VCh-rf instance (X, cap, rf) (a) and the corresponding send-receive graph Gsync (b). As Gsync is
acyclic, (X, cap, rf) is consistent.

Algorithm and time complexity. Following Lemma 3.3, the algorithm for checking VCh-rf when
all channels are synchronous is straightforward — construct Gsync and check for acyclicity. For
each pair (snd, rcv), there are at most two immediate po predecessors, so the in-degree of each
node is at most 2. Therefore, Gsync has O(n) nodes and O(n) edges and the time to construct the
graph is also O(n). Checking for a cycle in Ggyn also takes O(n) time, which concludes the proof
of Theorem 1.9.

3.3 Acyclic Communication Topologies

Finally, we turn our attention to acyclic communication topologies and prove that VCh-rf can be
solved in quadratic time, establishing Theorem 1.7. We first formally define the communication
topology of an abstract execution.

Communication topologies. A set of events S induces a communication topology, represented
as an undirected graph G = (V, E) where V is the set of threads appearing in S, and we have
(ti,7j) € Eiff 7; and 7; access a common channel, i.e., there exist two events ey, e; € S such that
th(e1) = 1, th(ez) = 75, and ch(e;) = ch(ez). The communication topology induced by an abstract
execution X = (S, po) is the topology induced by its event set S.

Given two threads 7; and 7, let Channels(X) Lr,-,rj be the set of channels accessed by both 7;, 7},
and capl,, ;; be the restriction of the capacity function cap to the channels in Channels(X) |, .
We define X'|, ., and rf], ., as the abstract execution obtained from X and reads-from relation
obtained from rf by only keeping events from 7;, 7; that access a channel in Channels(X) |, ;.
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Our proof of Theorem 1.7 is based on two key insights. First, we prove that VCh-rf on acyclic
topologies is compositional: (X, cap, rf) is consistent iff (X |, ;. caply, ;. rfl, ;) is consistent, for
every (7;,7;) € E. Second, we show that VCh-rf over two threads is solvable in quadratic time, by a
reduction to 2SAT on formulas of size quadratic in the size of the input.

Comparison with 2SAT encodings for shared-memory setting. The 2SAT encodings have also
been explored in the shared-memory setting [24], but our work introduces several novel aspects.
First, our encoding captures constraints unique to FIFO channel semantics and bounded capacities
(including synchronous and capacity-1 channels), while naturally extending to unbounded channels
without extra constraints. Second, our acyclic-topology result relies on a new compositionality
lemma (Lemma 3.4), showing that any efficient solution for two threads extends compositionally to
arbitrary acyclic systems, enabling direct performance gains from improved two-thread algorithms.

Compositionality. The compositionality lemma is formally stated as follows.

LEmMMA 3.4. Let (X, cap, rf) be a VCh-rf instance, and G = (V, E) the communication topology of X
such that G is acyclic. Then (X, cap, rf) is consistent iff (X |, . ,,capls, ., tf L, r,) is consistent, for
every pair of threads (1;, 7;) € E.

The intuition behind Lemma 3.4 is as follows. First, clearly for (X, cap, rf) to be consistent, we must
have that (X'l ., caply, ;. rfl;, ;) is consistent for every two threads 7, 7;. The other direction is
more interesting. Consider a thread r; with two neighbors 7,, 73 in the communication topology,
(11, 72), (11, 13) € E, such that (X, ,,,capl, ,,.rfl; ) and (X |, ,.,capl, ..rfl; ) are consis-
tent, witnessed by the corresponding executions o7, and o1 3. Then we can interleave oy, and o013
in any way that respects the program order of thread 71, and the resulting execution o7 will be
well-formed. This is because, owning to the acyclicity of G, we have (1, 73) ¢ E, meaning that 7,
and 73 do not communicate over a common channel. In turn, this implies that the interleaving of
events from 7, and 73 in o cannot violate the well-formedness of o;. Composing all executions along
edges of G in such a way results in an execution ¢ that witnesses the consistency of (X, cap, rf).

The case of t = 2 threads. Given Lemma 3.4, we now focus on the case of VCh-rf over 2 threads,
when every channel is capacity-unbounded, has capacity 1, or is synchronous (i.e., the setting
captured in Theorem 1.7). We obtain a quadratic bound based on two insights. First, for each
channel, channel-related constraints on the order of events accessing it can be encoded as 2SAT.
The search for well-formed execution must also satisfy transitivity constraints, i.e., if e; — e
and e; — e3, then e; — es. Transitivity involves three events, and thus does not immediately fit
our 2SAT approach. Our second observation is that, with 2 threads, every three events ey, e, e3,
must contain two events in the same thread, thus already ordered by po. Then, transitivity can be
succinctly captured by a 2SAT formula as well. In the following we make these insights formal.

Consider a VCh-rf instance (X, cap, rf) where X = (S, po) is an abstract execution involving two
threads 71, 7,. We construct a 2SAT formula ¢ x cap,rfy Over propositional variables x. r, where
e, f € S. Assigning x. s = T means ordering e before f in the execution witnessing the consistency
of (X, cap, rf). Overall, ¢(x cap,rfy is a conjunction of 8 subformulae:

O(X cap,rf) = Pexactly-1 N Ppo A @rf N Qunmatched N PFIFO A Ptrans A Pcap=1 N Psync
We now proceed with defining each subformula.

Exactly one. This formula requires that the order of two events must be resolved exactly in one way.

QPexactly-1 = /\ (xe,f == _'xf,E)
e,feS
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Program order. This formula requires that the order of two events must respect po.

Reads from. This formula requires that each receive event is ordered after its matched send event.

(ppoz /\ xejf and Of = /\ xe,f
(e.f)€po (e.f)erf

Unmatched sends. This formula requires that all unmatched send events are scheduled after all send
events that have a matching receive event. Given a channel ch, let

Unmatchede, = {e € S|op(e) = snd,ch(e) = ch,Af s.t. (e, f) € rf}, and
Matchedch = {e € S|op(e) = snd,ch(e) = ch,3f s.t. (e, f) € rf}

denote the set of unmatched and matched send events, respectively. We have

Punmatched = /\ xe,f

ch € Channels(X), e € Matchedcp,
f € Unmatchedcp

FIFO. This formula requires that the order of two receive events on the same channel matches the
order of the corresponding send events.

@FIFO = /\ ((xep = xerp) A lxerpr = xep))
(e,e’) exf,(f,f") exf
e # f,ch(e) =ch(f)
Transitivity. This formula requires that the ordering of events is transitive. Let pred(e) (resp.
succ(e)) be the unique event (if one exists) that precedes (resp. succeeds) e in po. If pred(e) (resp.

pred succ

succ(e)) doesn’t exist, then pred(e) = L (resp. succ(e) = L) . We have ¢rrans = @f a5 A Pirans» Where

d
Plrans = A (Xef = e p) Pirans = A (e = Xes)
ef €S, e'=pred(e)#L ef €8S, f'=succ(f)#L
Capacity. This formula requires that the capacity constraints of channels ch with cap(ch) < 1
are met. In particular, for two different send events snd;(ch) # sndz(ch), the matching receive
event of the earlier send event also precedes the other send event. For a synchronous channel, we
encode the fact that send and receive events are consecutive. For asynchronous channels that are
capacity-unbounded, we do not need any capacity constraint.
Pcap=1 = A (xe,e’ e xf,e’)
(e, f) erf,e’ € S,op(e) =op(e’) =snd

ch(e) = ch(e’) is asynchronous
Psync = /\ (xf,e’ A xf’,e)
(e, f) € rf,ch(e) is synchronous
e’ =succ(e), f = pred(f)

The following lemma states the correctness of the encoding.

LEMMA 3.5. (X, cap, rf) is consistent iff p(x,cap,rf) is satisfiable.

Finally, observe that the number of propositional variables x, s is bounded by n?, while the number
of clauses is also O(n?). Since 2SAT is solvable in time that is linear in the size of the formula [12],
together with Lemma 3.5, we arrive at an algorithm that solves VCh-rf for 2 threads in O(n?) time.

Acyclic topologies. We now have all the ingredients to solve VCh-rf on acyclic communi-
cation topologies. Given an input (X, cap, rf), the algorithm iterates over all edges (7, 7j) of
the communication topology of X, and uses the 2SAT encoding to decide the consistency of

(X LT,-,TJ-’ cap LTi,Tj’ rf Lri,rj>'
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For analyzing the time complexity, observe that every two events e, f € S appear in some propo-
sitional variable x, s of at most one 2SAT instance. In particular, let 7; = th(e) and 7, = th(f). If
71 # T3, then x, y appears in the 2SAT instance of the topology edge (7, 7;). On the other hand,
if 7; = 7, = 7, then x, y appears in the 2SAT instance of the topology edge (7, 7’), where 7’ is the
unique thread accessing the channels that e and f operate. We thus arrive at Theorem 1.7.

4 The Hardness of Verifying Channel Consistency with Reads From

We now present some of the hardness results for VCh-rf. We first present how channels can be used
to encode atomicity gadgets — that is, how to execute a sequence of events from the same thread
without interleaving with other threads, as this encoding will be required in later reductions. We
then show that the problem is intractable for case (i) and (iii) stated in Theorem 1.6 in Section 4.2
and Section 4.3). In Section 4.4, we prove the quadratic lower bound of VCh-rf on 2 threads, as stated
in Theorem 1.8. The other lower bounds of VCh and VCh-rf stated in Theorem 1.1, Theorem 1.2,
Theorem 1.3, Theorem 1.6, are proven with reductions of similar flavor, and appear in our companion
technical report [81] due to space limits.

4.1 Atomicity Gadgets

Our reductions in later sections make use of atomic blocks of events as gadgets. An atomic block
atomic in a thread is a sequence of events such that any two such blocks atomic;, atomic, cannot
overlap in any concretization. Here we show how to construct atomicity gadgets, both by using
channels with capacity 1, and by using channels with unbounded capacity. The latter might sound
counter-intuitive, in the sense that send operations to capacity-unbounded channels never block.

1 T2
| | | |
71 Tz J snd; () | | snds; () [
| | I I
J snd;(¢) | | sndz(i’) [ sndy (&) | | sndy(¢;)
| | | I
(l atomic, | | atomlc | revy () | | revg(fy)
| | | | | |
’| revy(f) | | rcvz(l) r | atomic, | atomic, |
h 4 3 | | P
revy(6) revs(f)
(a) Atomicity using capacity 1 channel. (b) Atomicity using two capacity-unbounded channels ¢, £,

Fig. 6. Gadgets for implementing atomic blocks using capacity 1 (a) or unbounded-capacity channels (b).
Reads-from edges are represented by arrows.

Atomicity with capacity 1. The atomicity gadget relying on channels of capacity 1 is shown in
Figure 6a, using one channel ¢, which resembles a lock. The thread that sends to ¢ first fills the
channel capacity, and must execute the corresponding receive before the other thread can send to
the channel. The events between the first send and receive are thus executed atomically.

Atomicity with unbounded capacity. The atomicity gadget using unbounded channels is shown
in Figure 6b, relying on two channels £ and #,. Its principle of operation is as follows. If snd; (¢;) is
executed before snd4(#;), then rcvy (#;) is also executed before rcvy(#;), making the atomic section
of the first thread execute before the second. The inverse order is imposed if snd4(#;) is executed
before snd; (1), as this orders snds(£,) before snd(£,;), and the argument repeats.

We note that the atomicity gadgets can be generalized to an arbitrary number of threads. For brevity,
Figure 6 illustrates the case for two threads only.
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(a) A VSC-read instance. (b) The corresponding VCh-rf instance.

Fig. 7. A VSC-read instance (a) and the corresponding VCh-rf instance (b) with channel capacities of 1.

4.2 Hardness with Asynchronous Channels of Capacity 1

We establish a reduction from the VSC-read problem [42]. An instance of the VSC-read problem is
atuple X = (S, po, rf), where S is a set of events of the form (z, r(x)) or (z, w(x)), in which r is a
thread identifier and x is a memory location, po is the per-thread total order (a.k.a program order)
and rf maps each read event to a write event of the same register. Such an instance is sequentially
consistent (SC) if there is a total order over S that respects po and rf, and ensures that for every
(e, f) € rf pair on register x, there is no other w(x) event ordered between e and f.

Overview. Let X = (S, po, rf) be an instance of VSC-read. We construct an instance (X’, cap’, rf’)
of VCh-rf, where X’ = (S’, po’). At a high level, each write event (and each read event) in X is
mapped to a sequence of send and receive instructions in X’ that essentially appear atomically in
every concretization. Further the reads-from relation of X is also accurately reflected in X’ through
reads-from on channels.

Reduction. Figure 7 illustrates the reduction on a small example. The set of threads in X" is the
same as X. The set of channels used in X’ is {ch’ |x € R,1 < i < m,} W {¢}, where R is the set
of registers accessed in X, m, = max{p, | e is a write on x} and p, is the number of read events f
with (e, ) € rf. The capacity function cap assigns capacity 1 to every channel. At a high level, the
thread-wise event sequences in X’ are structurally similar to those in X, and can be characterized
using a map M that maps events in S to distinct atomic, thread-local sequences of events in S/, so
that S = U,es{f | f € M(e)}. Atomicity is guaranteed by channel £ with capacity 1. In Section 4.1,
we have detailed an explanation about atomicity gadgets. We now describe the map M.

For a write event e = (t, w(x)), M(e) is a sequence of m,-many snd events, followed by m, — p,
rcv events, all enclosed in a block of send-receive pair on channel #; the thread identifier of each of
the following event is 7, and we omit explicitly mentioning it.

M(e) = snd(£) - snd(chl) - - - snd(ch) - rev(ch?e™y ... rcv(chy™) - rev(f)

Let us now discuss the encoding of read events. For this, we assume some arbitrary ordering
{fi, fo»-- -, fp.} of the set of read events reading from some write event e. Then, the event sequence
corresponding to the i read event e = (r, r(x)) of some write event is:

M(e) = snd(¢£) - rcv(chl) - rev(¢)
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Fig. 8. Reduction from 3SAT to VCh-rf with capacity-unbounded channels. Events with double boundary do
not appear in Phase-0. Events marked with x only appear when the ¢'" literal in clause C; is over variable x;

The program order po’ is then obtained by considering all pairs of events of the form (e;, e3)
in S’ such that either they belong to M(e) for some e and e; appears before e; in M(e), or they
belong to M(e) and M(e’) respectively with (e, e’) € po. The rf’ relation is also straightforward.
For each event of the form rcv(f) in M(e), its corresponding send event is the unique snd(¢)
event in M(e). The send and receive events on channels of the form ch’, are paired as follows. Let
(e, f;) € tf be a pair of write and its i read event in S. Then the send event e = snd(ch’) in M(e)
is paired to the event f; = rcv(snd(chk)) in M(f;) (i.e., (e}, f;) € rf’). Further, the unmatched send
event e} = snd(chfc) in M(e), where p, + 1 < j < my is paired with the (j — p,)™
f] =rev(ch}) in M(e), (ie., (¢}, f}) € rf’).

The correctness of the construction is relatively straightforward, and stated in the following lemma.

receive event

LemMA 4.1. X is SC consistent iff (X', cap’, rf') is consistent.

We now argue about the time taken to construct (X’, cap’, rf’). Each write event in S can be observed
by at most |S| different read events. Each e € S is thus mapped to a sequence consisting of O(|S|)
events. Thus, |S’| € O(|S?|), which concludes case (i) of Theorem 1.6.

4.3 Hardness with 3 Threads, 5 Channels and no Capacity Restrictions

We show that VCh-rf remains intractable when both the number of threads and channels are
constant, and there are no restrictions on channel capacities.

Overview. Starting from a 3SAT instance ¢ with n. clauses Cy,...,C,, over n, propositional
variables {x1, ..., Xy, }, we construct a VCh-rf instance (X, cap, rf) with 3 threads 7y, 75, 73 and 5
channels chy, chy, ¢1, ¢z, 5. Informally, (X, cap, rf) consists of n. + 1 phases, arranged sequentially.
The first initialization phase (‘Phase-0’) picks an assignment of boolean values for each variable.
The remaining n. phases encode the requirement that at least one literal from each clause is set to
true. Phase-j (with j > 1) duplicates the assignment to all variables from the previous phase and
checks if the chosen assignment makes clause C; true. Figure 8 depicts this scheme.

Reduction. The sequence o, corresponding to events of thread 7, (r € {1,2,3}) is of the form
or =1"- Al - A} - - - A}, . The sequence corresponding to Phase-0 is of the form I" = I - - - I}, , where
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I; picks an assignment to variable x,, in thread 7,:
I, = snd” (chy) - sndf] (chy) I = snd? (chy) - snd? (ch;) I=e
Next, the sequence corresponding to thread 7, and Phase-j (j > 1) is of the form A; = A;, . A; .
B where A | corresponds to variable x, and B encodes the satisfaction of clause C; (see Figure 8 for
111ustrat10n) We describe these components next A3p =eforeveryje{l,....,n.},pe{1,...,ny}.
When r € {1, 2}, then Ar is used to encode the variable x, in clause C; of thread 7. If x;, appears

in clause C; and it is the pth literal of C; (p € {1, 2,3}), then:

A}p = sndﬁ(chl) . rcv}i(chz) -sndy (cq) - rcvﬁ(chl) . snd‘i(chz)
A2 = snd?(chy) - revl(chy) - sndr(cq) - rev? (chy) - snd? (chy)

If x, is not in clause Cj, then:

A}.p = snd? (chy) - rev (chy) - revl (chy) - snd? (chy)
AR = snd? (chy) - revh (chy) - revl (chy) - sndf (chy)
Finally,
B} =rcvr(ep) - revy(co) B? =rcvr(ey) - revy(es) B; =rcvr(es) - revy(cy)

We now discuss the reads-from mappings.

« The receive events rcv) (chy), rcvf (chy), revf(chy) and rcvf (chy) in A]p,A}p,Aip,Aip
are respectively mapped to the send events snd[i(chz), snd[i(chl), snd‘?l.(chz), snd.l.(chl) in
1 1 2 171 72 72560+ _
AJ 1p,AJ 1p,AJ 1p,AJ 1p (or 1nIp,Ip,IP,I if j=1).
- Let C; = y1 Vy2 Vys such that yg is either x;, or —x;, . For each q € {1, 2,3}, we have the following.
If yy = x;,, then we require that the receive event rcvr(cy) reads from send snd+(cq) in A] iy and
rcv (cq) reads from sndr(cq) in AJ. iy Otherwise, we require that rcv+(cg) reads from snd, (cq)

gl A2
in Aj’jq and rcvr(cq) reads from sndr(cq) in Aj)jq.
The following lemma states the correctness of the above construction.

LEmMA 4.2. ¢ is satisfiable iff (X, cap, rf) is consistent.
Finally, the number of events in (X, cap, rf) is O(n, + n.), which concludes case (iii) of Theorem 1.6.

4.4 Quadratic Hardness with 2 Threads

Finally, in this section we prove the quadratic hardness of VCh-rf over just 2 threads when either
all channels have capacity 1 or have no capacity restrictions. We achieve this by establishing a
fine-grained reduction from the Orthogonal Vectors problem (OV) [92].

The Orthogonal Vectors problem. The OV problem takes as input two sets A =
{an,as...,a,},B = {b1,by..., by} C 20017 each containing n boolean vectors in d dimensions.
The task is to determine whether there are two vectors a € A, b € B such that a and b are orthgonal,
ie,(a-b) =27, 4 a[i] - b[i] = 0. Under the SETH, OV cannot be solved in time O(n?"€), for every
fixed € > 0, as long asd = w(logn) [92].

Overview. We construct a VCh-rf instance (X, cap, rf) which is consistent iff A and B contain an
orthogonal vector pair. X comprises two threads 74 and zp, respectively containing events encoding
the vectors of A and B. Figure 9 illustrates the overall scheme. At a high level, the reads-from edge
due to the pair (snd(y), rcv(y)) € rf triggers an orthogonality check between the vectors a; and
b;. The reduction is built in such a way that this process of inference, called saturation (formally
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Fig. 9. General scheme of the reduction from Orthogonal Vectors to VCh-rf with unbounded channels under
two threads. Send/receive events on the same channel and with the same subscript are related by rf.

described in Section 5.1), simulates orthogonality comparisons of the vectors. If a; [i] = b1 [i] = 1
for some i, witnessing that a; and b; are not orthogonal, the corresponding events encoding a; and
by will contain two sends on the same channel, which triggers an orthogonality check between
a; and by. If a; and b; are also not orthogonal, then a; and b3 are compared, and so on. If the
check between a; and b, fails, this triggers the check between a; and by, and the process continues,
until an orthogonal pair is found, or the check between a, and b, does not identify an orthogonal
pair. The fact that a,, b, are not orthogonal implies rcv () must be ordered before snd(d), which
contradicts with (snd(8), rcv(8)) € rf, implying that the constructed instance is not consistent.
We now formally describe the reduction. For simplicity, for certain events e, we use subscripts to
indicate the specific vector that e represents.

Reduction for capacity-unbounded channels. Given the OV instance A, B, we construct the cor-
responding VCh-rf instance using two threads 74 and 7p and channels {ch;, ch,, ..., chg, a, B, v, 6},
all having unbounded capacity. We describe the events next, while using subscripts in the event
operations that ensure that the combination of the operation, the subscript and the channel uniquely
identify each event. Send and receive events on the same channel that also have the same subscript
are implicitly related by rf. The events of threads 74 and zp are organized as follows:

Ta = Ainit * A1 - Az---Ap, and 78 = Binit - Bp - Bp1 -+ By

Observe that the order of appearance of Ay, ..., A, is the reverse of that of B,, ..., B;. We next
describe the contents of each block. We use the notation sndg, (chg;) to denote the sequence
sndg, (chj,) - sndg,(chj,) - - - sndg, (chj, ), where jy, jo, .. ., jk is the unique increasing sequence of
indices in {1,2,...,d} corresponding to non-zero entries in the vector a;. Likewise, sndp, (chp,),
rcvg, (chg,) and revy, (chy,) expand in a similar fashion. The init block in 74 contains send events
for each vector a € A (on all those channels ch; such that a[i] = 1) with alternating send events on
channel @, and likewise in 7 (but in reverse order):

Ainit = sndg(chg,) - sndg, () - - - sndg, (chg,) - sndg, (@)
Binit = sndp, (a) - sndp, (chp,) - sndp, (a) - sndp, (chy,)
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Fig. 10. An example for the reduction from the Orthogonal Vectors problem to VCh-rf with unbounded
channels under two threads. Only cross-thread reads-from edges are shown.

The extremal blocks (A1, By, Ap, By) and internal blocks (A;, B; where 2 < i < n — 1) are as follows.

A1 = rcvg (@) - snd(y) - sndg, (B) - revg, (chg,)
A, = rovg,(a)-rcvg, (B) - rcv(d) - revg, (chg,)
B, = rcvp,(chg,) - snd(5) - sndp(p)

By = rcvp,(chy,) - revy, () - revg(f) - rev(y) - revy, (a)
A; = rovg(a)-revg,  (B) - sndg, (B) - revg, (chg,)
Bi = rcvp,(chy,) - revy,,, ()

The following lemma states the correctness of the construction.

LEMMA 4.3. (X, cap, rf) is consistent iff A and B contain an orthogonal vector pair.

Regarding the time complexity, the reduction takes time proportional to |A| +|B| i.e., O(n-d). Hence,
a subquadratic algorithm for deciding the consistency of (X, cap, rf) would imply a subquadratic
algorithm for solving OV, thereby contradicting SETH. We thus arrive at case (i) of Theorem 1.8.

Example 4. Figure 10 illustrates an example with n = d = 2. The OV instance consists of the two sets
A ={a; =(0,1),a, = (1,0)} and B = {b; = (0,1),b; = (1,1)}. Since a, and b, are orthogonal, the
constructed instance I' = (X, cap, rf) is consistent.

We now explain howT encodes orthogonality checks between the vectors of A and B via saturation.
Let us use <, to denote the saturated order of T; its formal definition is presented in Section 5.1,
though it can be intuitively understood to be a set of orderings between events of I' that must hold
in every consistent concretization of T, if one exists (Lemma 5.1). Since (po U rf)* C<,,, we have
revg (@) <o reve, (), which means sndg, (@) <, sndp, (). This signifies that a; and by are
compared for orthogonality. Since a; and by both have value 1 in dimension 2, they are not orthogonal.
This is witnessed by sndg, (chy) <., sndp, (chy), further leading to rcvg, (chy) <, revg, (chy).
Due to po, we also have rcvg, (a) <g,, rcvg (chy) <, rcvg, (chy) <, rcvy,(a), and therefore
sndg, (@) <, sndp, (@), which means that a; and b, are now compared for orthogonality. As before,
a; and by are not orthogonal, so we get the following sequence of inferences:

1. sndg, (chy) <, sndg, (@) <, sndp, (@) <, shdp,(chy) = rcvg, (chy) <, revy,(chy)
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2. sndg, (B) <gy revg (chy) <g,, reve, (chy) <, sndp(f) = rcvg, (B) <g reve(f)
3. revg, (o) <gp reve (B) <gp reve(B) <gp reve, (@) = sndg, () <, shdp, (@)

Notice that we now start to check orthogonality between a; and b.

As a; and by are orthogonal, the sequences chg,(ch,,) and chy, (chy,) do not share any channels.
Therefore, saturation stops inferring orderings at this point. However, the receive on § also implies
orderings via saturation. In fact, this also leads to orthogonality comparisons, but in a reversed order:
by is compared with ay, then by with ay, and so on. The following sequence of inferences illustrates this:

1. revy, (chy) <g, snd(8) <, rev(d) <g,, rcvg,(chy) = sndp, (chy) <,y sndg, (chy)
2. sndp, (&) <, sndp,(chy) <, sndg,(chy) <, sndg, () = revp, (@) <, reve, (@)

The ordering of rcvy, () before rcvg, (o) is then what compares by to ay (since rcvy, (chy) <,
rcvy, (a)). Again, the orthogonality of a; and b, stops the saturation process.

We claim that the resulting <_,, contains no cycle and is strong enough to fully sequentialize X.

Channels with capacity 1. Finally, we argue about the quadratic hardness of VCh-rf when every
channel has capacity 1. This result follows a recent result that verifying sequential consistency with
a reads-from mapping (VSC-read problem) is OV-hard for 2 threads [66]. In Section 4.2, we have
shown for any VSC-read instance with n events, we can construct an equivalent VCh-rf instance
with O(mg - n) events, where mg is the maximal number of read events that observe the same
write event. Fortunately, in the reduction developed in [66], mg is a constant, and therefore our
VCh-rf instance is of linear size as the input VSC-read problem. Since VSC-read under two threads
is OV-hard, VCh-rf cannot be solved in O(n?~€) time for any € > 0, when there are 2 threads and
every channel has capacity 1. Item (ii) of Theorem 1.8 is thus proven.

5 Evaluation

We have implemented our frontier graph algorithm for VCh-rf and evaluated its performance on
103 VCh-rf instances and compare against a constraint-solving approach for VCh-rf. Before we
discuss our experimental setup (Section 5.2) and our evaluation results (Section 5.3 and Section 5.4),
we describe a crucial optimization, saturation in Section 5.1.

5.1 Saturation

Saturation, widely used as a pre-processing step in consistency checking [96] and dynamic race
detection [72], for shared register based concurrency, can be adapted to channel based concurrency.
At a high level, saturation infers additional event orderings in polynomial time before the core
consistency-checking algorithm executes. For a VCh-rf instance, saturation infers orderings beyond
the input program order and reads-from relations. For example, if two send events on the same
channel are ordered by po, then their corresponding receive events must also be ordered.

Formally, let ' = (X, cap, rf) be an input VCh-rf instance, where X = (S, po). The saturated order
<ot Of T is defined to be the smallest transitive relation on events such that (po U rf)* C<_,, and:

1. For each channel ch, and pairs (snd;(ch), rcvi(ch)) € rf, (sndz(ch), rcva(ch)) € rf, we have
snd;(ch) <, sndz(ch) iff rcvi(ch) <, rcva(ch).

2. For each channel ch, if snd;(ch) is a matched send event and snd,(ch) is an unmatched send
event, then snd; (ch) <, sndz(ch).

3. For each synchronous channel ch, pair (snd(ch),rcv(ch)) € rf, and event e € S, we have
e <. rev(ch) iffe <, snd(ch) and snd(ch) <, eiff rcv(ch) <, e.

4. For each channel ch with cap(ch) = 1, pair (snd;(ch), rcvi(ch)) € rf, and event snd,(ch) #
snd;(ch), we have snd;(ch) <_,, sndy(ch) iff rcv;(ch) <, sndx(ch).
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The saturated order <_,, preserves the consistency of X, as formalized in Lemma 5.1.

sat

LEMMA 5.1. LetT' = (X, cap, rf) be a VCh-rf instance and let <_,, be the saturated order of T'. IfT is
consistent, then <, is a partial order (i.e., does not contain cycles), and further, each concretization o
of T (if any) must respect <,,.

Constructing the saturated order. We remark that <_,, can be constructed in at most O(n?)
using a straightforward fix point algorithm. Our actual implementation is optimized and crucially
makes use of the recently proposed data structure Collective Sparse Segment Trees (CSSTs) [90]
designed for saturation-like fix point computations.

Using the saturated partial order. Based on Lemma 5.1, saturation enhances the decision
procedure for VCh-rf in two key ways. First, if the constructed order <_,, is cyclic, then we return
NO directly, i.e., without explicitly running any further consistency checking (such as our frontier
graph-based or a constraint solving based) procedure. Second, when <_,, is acyclic, then it can
be used for a more aggressive on-the-fly pruning of the frontier graph. More specifically, in our
frontier graph algorithm, when exploring outgoing edges of a node u = (Y, Q,I), we can prune
all edges u *, v for which e is not enabled in u according to the saturated order, i.e., when Je’,
s.t. (¢/,e) €<, but ¢’ is not in the set Y of events executed so far. This optimization significantly
reduces the number of paths the algorithm must explore. We remark that we also augment the
constraints (corresponding to the VCh-rf problem) with additional constraints induced by <_,,.
However, as we observed in our evaluation, solver-based algorithms cannot benefit from this
acceleration, as saturation increases the number of such constraints, slowing down performance.

Discussion. A saturation-style algorithm for consistency checking in Message Sequence Charts
(MSC:s) is proposed in [30]. Our setting generalizes this approach to a more expressive model. In
MSCs, channels are assumed to be unbounded, and thus no saturation rules are needed to capture
capacity constraints. In contrast, our model supports both bounded and unbounded channels,
requiring valid interleavings to respect the capacity limits. This is reflected in our saturation rules —
specifically, rules (3) and (4) correspond to capacities 0 and 1. While additional rules could model
higher capacities, we omit them to preserve the efficiency of the heuristic saturation procedure.

5.2 Experimental Setup

Given that the problem of consistency checking arises in practical program analyses, the goal of
our evaluation is to gauge how our algorithms perform in practice and how they compare against
generic solutions such as the use of SMT solvers.

Compared methods and implementations. For our evaluation we focus on the VCh-rf problem
and skip evaluation for VCh for two reasons — VCh-rf is more prominent in applications such as
model checking and predictive analyses, and further, in our experimental setup, accurate and fast
logging of values in executions is challenging. Recall that VCh-rf is an NP-complete problem in
general and can alternatively be solved using a constraint solving approach such as the use of SMT
solvers, and we also implement such a solution for our evaluation. We compare the performance
between two approaches: (1) the frontier graph algorithm FG and (2) SMT-based solvers SMT,
along with their respective saturated variants (FG-Sat and SMT-Sat). In our SMT encoding, for
each event e, we use an integer variable 0 < x, < n — 1, representing the position of e in a potential
concretization. For each channel ch, we introduce 2n + 2 auxiliary integer variables to model (1) the
cumulative count of send events and (2) the cumulative count of receive events across all prefixes
in a potential concretization (encoding details can be found in our technical report [81]). Recall
that the saturation-augmented versions SMT-Sat and FG-Sat pre-emptively reject if saturation
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produces a cycle. If saturation succeeds, then in SMT-Sat, we augment the SMT formula with the
constraint x, < x., where (e,e’) €<, and €’ is the earliest event in th(e’) with this property. All
algorithms are implemented in Java 23 and SMT/SMT-Sat use the Java bindings of 73-4.12.2 [29].

Benchmark programs. Our evaluation subjects comprise two distinct groups. The first group is
primarily derived from GoBench [95], a widely used Golang concurrency bug benchmark suite.
GoBench includes 82 real-world bugs from 9 popular open-source projects (GoReal) and 103 bug
kernels (GoKer) [50, 76]. From GoReal, we selected 6 projects for evaluation; the remaining 3 projects
were excluded either because we could not log execution traces from them or the generated logs
were too short. Similarly, we omitted GoKer benchmarks because they produce executions with too
few channel operations to be meaningful for our analysis. The second group consists of additional
prominent Golang open-source projects, namely rpcx, raft, go-dsp, bigcache, telegraf, ccache,
and v2ray, selected to further validate our approach.

Generation of positive VCh-rf instances. For each benchmark, we first select 1-3 test cases
and generate a totally ordered log of channel events in their runtime execution, by modifying
THREADSANITIZER [78]. We performed a linear time sanity check that each recorded execution
satisfies channel capacity constraints. Each execution log can now be translated to a VCh-rf instance
by discarding the total order between events and only retaining program order and the inferred
reads-from relations. As a result, the instances thus obtained are positive instances, since the
original execution serves as a valid concretization of them. To evaluate algorithmic scalability, we
additionally generate new VCh-rf instances by keeping varying length prefixes of existing instances
corresponding to long executions (containing thousands to millions of channel accesses). Detailed
statistics of these instances can be found in our companion technical report [81].

Generation of mutated instances. Recall from the previous paragraph that VCh-rf instances
obtained from real executions are bound to be positive. To obtain negative instances, we mutate the
previously obtained positive instances by performing targeted modifications to their reads-from
relation as follows. We randomly select a reads-from pair (snd;(ch), rcvy(ch)) and another send
event sndy(ch) on the same channel. If snd;(ch) has a matching receive event rcv,(ch), then we
swap the two reads-from mappings, i.e. enforce (snd;(ch), rcvz(ch)), (sndz(ch), rcvy(ch)) e rf.
Otherwise, when snd,(ch) is not received, we enforce (snd,(ch), rcv;(ch)) € rf and delete the
reads-from pair (snd;(ch), rcvi(ch)). For each positive VCh-rf instance with n events, we mutate
it max(5, 0.05n) times. While these mutations do not theoretically guarantee inconsistency, our
experimental results show that 88.3% (91/103) of mutated instances become inconsistent, 8.7%
(9/103) remain consistent, while the consistency status of the remaining 2.9% (3/103) instances
could not be determined due to algorithm timeouts.

Machine configuration and metrics reported. The experiments are conducted on a 2.0GHz
64-bit Linux machine. We set the heap size of JVM to be 100GB and timeout to be 3 hours. For
each VCh-rf instance, we report key parameters, such as number of events, threads, channels and
maximal channel capacity, as well as the running time of each algorithm. Times reported denote
average running time over 3 repeated runs.

5.3 Evaluation Results for Consistent Instances

Comparison between FG and SMT (Figure 11a). SMT times out on 35 instances due to excessive
memory consumption; FG solves all of these successfully. FG fails on only 2 instances that SMT
completes. In addition, when both algorithms succeed, FG outperforms SMT in running time by
a factor of 5-50,000x (full statistics can be found in our companion technical report [81]). These
results demonstrate that FG scales significantly better than SMT on most benchmarks.
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Fig. 11. Running time of SMT, SMT-Sat, FG, FG-Sat on consistent instances. The legend indicates the number
of instances in each class. The details of running time can be found in our companion technical report [81].
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Fig. 12. Running time of SMT, SMT-Sat, FG, FG-Sat on mutated instances. The legend indicates the number
of instances in each class. The details of running time can be found in our companion technical report [81].

Comparison between FG-Sat and SMT-Sat (Figure 11b). SMT-Sat times out on 90.3% (93/103)
instances due to increased formula size, which leads to higher memory consumption compared to
standard SMT. In contrast, FG-Sat successfully completes 93.2% (96/103) of instances and can often
scale to instances with 50k events. These results demonstrate that FG-Sat achieves significantly
better scalability than SMT-Sat on consistent benchmarks.

Impact of saturation. Saturation substantially enhances the performance of our frontier graph
algorithm — FG-Sat solves 54 more instances than FG. Saturation induces a slight slowdown
on some instances (due to the overhead of the fixpoint computation), but this is largely limited
to smaller instances where FG already finishes very quickly. The impact of saturation on SMT
solvers is limited. SMT-Sat successfully solves only 1 additional instance compared to SMT, and
demonstrates significant speed improvements on just 3 benchmarks. We hypothesize that this
marginal gain occurs because saturation increases the SMT formula size.

5.4 Evaluation Results for Mutated Instances

Comparison between FG and SMT (Figure 12a). FG successfully solves 26 more instances than
SMT. For instances where both algorithms complete, FG achieves a speedup ranging from 3x
to 3000x (full statistics can be found in our companion technical report [81]). Compared to its
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Fig. 13. Cumulative number of finished instances over time for each algorithm.

performance on consistent instances, FG solves 4 fewer cases. This happens for inconsistent VCh-rf
instances where FG performs a complete traversal of the frontier graph, resulting in increased
computational time.

Comparison between FG-Sat and SMT-Sat (Figure 12b). Both algorithms demonstrate strong
performance, successfully completing most instances, with SMT-Sat solving 91.3% (94/103) instances
and FG-Sat solving 97.1% (100/103). The superior performance can be attributed to saturation’s
ability to efficiently reject nearly all inconsistent instances before initiating the core consistency
checking algorithm. Notably, among the 6 instances where SMT-Sat times out but FG-Sat succeeds,
all are consistent instances (recall that mutated instances are not guaranteed to be inconsistent). In
these cases, saturation not only fails to benefit SMT solvers but actually degrades their performance
due to the increased formula size.

Survival analysis. In Figure 13, we present the cumulative number of finished instances over time
for each algorithm. All algorithms reach saturation after approximately 100 seconds, illustrating the
NP-hard nature of the VCh-rf problem — additional time does not lead to solving more instances.
For consistent instances, FG-Sat initially completes fewer instances than FG due to the overhead in-
troduced by the saturation process. However, as time progresses, FG-Sat overtakes FG by efficiently
pruning infeasible execution paths. For mutated instances, FG-Sat behaves almost identically to
SMT-Sat, benefiting from the saturation phase, which filters out inconsistent instances before the
main solving procedure begins. Overall, the survival analysis demonstrates that FG-Sat consistently
solves the largest number of instances within the same time budget.

In summary, the frontier graph algorithm demonstrates better performance over SMT solving based
approach, both with or without saturation. Frontier graph algorithm successfully completes more
instances across all benchmarks. When both approaches terminate, the frontier graph algorithm
achieves significant speedups ranging from 3x to 50,000%. Further, we observe that saturation can
significantly enhance the effectiveness of consistency checking in practice.

6 Other Related Work

Verifying linearizability. Verifying channel consistency resembles verifying linearizability
(VL) [4, 16, 17, 32, 40, 42, 46, 59], which checks whether a concurrent history over a (queue)
object is equivalent to some sequential one. Unlike VCh, VL enjoys locality, enabling a linear-time
decomposition into per-object histories. Moreover, VL typically operates on interval partial orders,
making it simpler than VCh. Finally, VL over queues reduces to VCh in linear time.
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Message sequence charts. A closely related problem is that of Message Sequence Charts (MSCs) [8,
30, 39, 63], where threads communicate via peer-to-peer channels. Among these, the work of
Di Giusto et al. [30] is most relevant. However, our problem strictly generalizes MSCs: (i) send and
receive events in VCh need not be paired a priori; (ii) both VCh and VCh-rf allow channels shared
by more than two threads; (iii) the same thread pair may communicate over multiple channels; and
(iv) channels may have bounded capacities. Our communication model, inspired by languages
like Go, assumes channel-based FIFO semantics where all threads can access any channel, with
operations on each channel totally ordered. Consequently, their results do not directly extend to our
setting. Indeed, in [30], it is shown that the consistency checking problem for these communication
models can be solved in polynomial time, because the consistency predicate is MSO definable. In
contrast, the consistency checking problem for our setting is NP-hard.

Model checking. The SPIN model checker [47] provides support for programs with message
passing, and the GOMELA [31] bounded model checker extends it to support Go programs and uses
SPIN as its backend. Given an LTL formula ¢ and a program P, SPIN constructs an automaton
for = and P, and then searches for traces accepted by their product. If such a trace exists, the
property i does not hold for P. That is, SPIN does not explicitly address the consistency-checking
problem. Moreover, MUST [33] is another model checker that operates under the message-passing
semantics of MSCs. While MUST implicitly performs consistency checks as part of its model
checking algorithm, [33] does not investigate the complexity-theoretic aspects of these checks.

Register consistency checking. The consistency checking problem for registers has been exten-
sively studied in prior work [20, 26, 41, 42]. As demonstrated in this paper, channel consistency
checking is strictly harder than register consistency checking due to a key difference in their
semantics: registers can only retain the most recent write event, whereas channels can remember
up to capacity send events. Related algorithms have also been developed for consistency checking
under weak memory models, including TSO [27, 48, 64] and C11 [23, 87].

Predictive analysis. Predictive analysis is a dynamic analysis technique that takes a program
execution as input and reorders it to expose potential concurrency bugs. Recent work has developed
predictive algorithms for detecting data races [9, 35, 36, 57, 65, 67, 72, 79], deadlocks [51, 89],
atomicity violations [37, 68] and more general properties [10, 11]. These algorithms typically
compute a candidate set of events and attempt to serialize them into a witness execution, often
using a consistency checking oracle. Thus, predictive analysis can be viewed as a downstream
application of consistency checking. However, existing prediction algorithms almost exclusively
target shared-memory concurrency, neglecting executions involving message-passing via channels.
Our work bridges this gap by establishing theoretical foundations for channel-based predictive
analysis.

7 Conclusion

Consistency testing is a fundamental task for analyses of concurrent programs such as model
checking and predictive testing. We conducted a thorough complexity-theoretic investigation
for this problem for the message-passing programming paradigm with FIFO channels. We have
developed novel algorithms and established hardness results for a range of inputs parameters.
We further implemented and empirically evaluated the performance of our algorithms. Together,
our upper and lower bounds reveal an intricate complexity landscape and our evaluation of
our algorithms demonstrate their effectiveness in practice. Future work includes applying these
algorithms to partial order reduction based model checking and predictive testing for message-
passing languages such as Go.
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Data-Availability Statement

The artifact containing the VCh-rf instances and source code is available at [30].
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